PRIVACY POLICY AND TERM AND CONDITION.

## *Hospital Incident Command System (HICS) Software Terms and Conditions*

1. *Usage Agreement:*

By using the HICS software, you agree to comply with the terms and conditions outlined below. If
you do not agree with any of these terms, please refrain from using the software.

2. *Authorized Users:*

The HICS software is intended for use by authorized personnel within healthcare organizations,
including hospitals, clinics, and emergency response teams. Unauthorized access or use is strictly
prohibited.

3. *Purpose:*

The HICS software provides incident management capabilities based on principles of the Incident
Command System (ICS). It assists hospitals and healthcare organizations in improving their
emergency management planning, response, and recovery capabilities for both unplanned and
planned events*.

4. *Responsibilities:*

- Authorized users must adhere to their assigned roles and responsibilities within the HICS
structure.

- Incident commanders have the authority to waive certain policies and procedures during
emergencies to ensure immediate assistance to patients?.

5. *Privacy and Data Security:*

- Patient information and sensitive data collected by the HICS software are subject to strict privacy
regulations (e.g., HIPAA).

- The software complies with all applicable data protection laws and ensures the confidentiality,
integrity, and availability of patient data.

6. *Intellectual Property:*
- The HICS software and its associated documentation are protected by intellectual property laws.

- Users may not reproduce, distribute, or modify the software without proper authorization.



7. *Liability and Indemnification:*

- The software provider is not liable for any damages, losses, or disruptions resulting from the use
of HICS.

- Users agree to indemnify and hold harmless the software provider from any claims arising out of
their use of the software.

8. *Updates and Maintenance:*
- Regular updates and maintenance are essential for optimal performance.

- Users are responsible for keeping their software version up to date.

## *HICS Software Privacy Policy*

1. *Data Collection:*

- The HICS software collects minimal personal data necessary for emergency management
purposes.

- Data collected may include patient identifiers, medical history, and contact information.

2. *Data Usage:*
- Patient data is used solely for emergency response and recovery efforts.

- Data is not shared with third parties unless required by law or authorized by the patient.

3. *Data Security:*
- The software employs robust security measures to protect patient data.

- Access controls, encryption, and regular security audits are in place.

4. *Retention Period:*
- Patient data is retained only for the duration necessary for emergency response and recovery.

- Afterward, data is securely archived or deleted.

5. *Patient Rights:*
- Patients have the right to access their own data stored within the HICS software.

- Patients can request corrections or updates to their information.



## *Payment and Billing*

*Online Payment Security*

1. *Secure Transactions:*
- The hospital's online payment gateway uses encryption (SSL/TLS) to secure transactions.

- Cardholder data is not stored on the hospital's servers.

2. *Fraud Prevention:*
- The hospital monitors for suspicious activity and implements fraud prevention measures.

- Patients are encouraged to report any unauthorized transactions promptly.

3. *Billing Transparency:*
- Detailed billing statements are provided to patients.

- Any discrepancies should be reported to the billing department.

4. *Billing Information:*
- For hospitals using the HICS software, billing information (e.g., payment details) is securely stored.

- Billing records are maintained in compliance with financial regulations.

5. *Payment Terms:*
- Hospitals are billed according to their subscription plan or usage.

- Payment terms and due dates are specified in the subscription agreement.

6. *Disputes and Refunds:*
- Any billing disputes should be promptly reported to the software provider.
- Refunds, if applicable, are subject to the terms outlined in the subscription agreement.

*Patient Data Privacy and Security*

1. *Consent and Authorization:*



- Patients must provide informed consent for the collection, storage, and use of their personal and
medical information.

- The hospital ensures that patients understand how their data will be used and obtains their
authorization.

2. *Data Encryption:*

- All patient data transmitted through the hospital's patient software is encrypted using secure
protocols (e.g., SSL/TLS).

- Encryption ensures that sensitive information remains confidential during transmission.

3. *Access Controls:*
- Access to patient data within the software is restricted based on roles and permissions.

- Healthcare providers can access relevant patient records, while administrative staff have limited
access.

4, *Audit Trails:*

- The software maintains audit logs to track who accessed patient data, when, and for what
purpose.

- Audit trails enhance accountability and security.

5. *Data Breach Response:*

- In the event of a data breach, the hospital follows established protocols to notify affected patients
promptly.

- Patients are informed about the breach, potential risks, and mitigation steps.

## *Patient Rights and Transparency*
1. *Access to Records:*
- Patients have the right to access their own medical records stored within the patient software.

- Requests for records can be made through the hospital's designated channels.

2. *Correction and Updates:*
- If patients identify inaccuracies in their records, they can request corrections.

- Updates to personal information (e.g., address, contact details) can also be made.



3. *Opt-Out Options:*

- Patients can choose to opt out of certain data-sharing features (e.g., participation in research
studies).

- The hospital respects patients' preferences regarding data usage.

4. *Transparency Notices:*
- The hospital provides clear and concise privacy notices to patients.

- Notices explain how their data will be used, who has access, and their rights.

## *Online Payment Process*

1. *Secure Payment Gateway:*
- The hospital's online payment system uses a secure gateway to process transactions.

- Patients can pay bills, co-pays, and other charges securely.

2. *Payment Confirmation:*
- After successful payment, patients receive confirmation via email or within their account.

- Receipts are provided for record-keeping.

3. *Refunds and Disputes:*
- Patients can request refunds for overpayments or billing errors.

- Disputes related to charges are resolved promptly.

## *Continual Improvement*
1. *Feedback Mechanism:*

- The hospital encourages patients to provide feedback on their experience with the patient
software.

- Feedback helps identify areas for improvement and enhances patient satisfaction.



